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Letter to the Reader

Dear Reader,

Cybercrime is a lucrative business, and cybercriminals are in it for the long
game. Theyareintelligentand getting more creative by the day. Cybersecurity
risks have increased as new threats and attack strategies enter the arena.
With the cybersecurity talent shortage, many organizations are turning to
managed security service providers to fill the knowledge gap.

Pondurance Managed Detection and Response (MDR) was created to
protect clients from today’s and tomorrow’s cyber threats. Our highly skilled
analysts, threat hunters and incident responders detect and respond to
threats while providing guided recommendations tailored specifically to
each of our clients’ needs.

With this book, we hope you are able to gain a better understanding of
your cybersecurity options and how you can lean on MDR to protect your
organization’s assets.

Sincerely,

Doug Howard
CEO

Pondurance
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Introduction

he IT security landscape is rapidly shifting. New threats and

attack strategies pop up continually, and cybercriminals

find new ways to profit from cybercrime. Security threats
are more sophisticated than ever, and many organizations need
help developing a strong security posture to stay healthy.

There is a security professional shortage right now, meaning hir-
ing and retaining a team ready for action takes time and effort.
Modern security tools require experts to manage and fully lever-
age them, and security policies should be constantly evolving to
meet current security needs.

Services like managed detection and response (MDR) are a strong
addition to the security solutions market and offer tempting value
propositions for many organizations. These services provide the
security expertise and technology required to develop compre-
hensive security infrastructures, can adapt to shifting threat
landscape conditions, and operate on a highly available schedule.

About This Book

MBDR services were only recently introduced to the security solu-
tions market and are a modern iteration of older security services,
namely managed security service providers (MSSPs). This book
begins with an overview of the current security landscape, includ-
ing discussions on popular security solutions you might have
heard about or are already using at your organization.

Next, the book dives into what makes MDRs stand out, what ser-
vices and advantages they provide, and some things to look out
for when finding the right service for your organization. Finally,
the book examines what sets Pondurance’s MDR service apart
from the competition and discusses some modern techniques and
tools that Pondurance uses to face advanced security threats.
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Icons Used in This Book

REMEMBER

©

TIP

(= =
T
TECHNICAL
STUFF

A

WARNING

This book uses a few special symbols to highlight important
points to remember, general tips, or touch on a technical subject
not covered in the main text. Here is the list of special icons used
in this book.

This symbol points out an important takeaway from a given sec-
tion. This might be an idea crucial to understanding a topic or a
discussion point that may show up later in the book.

These are useful bits of info that should help flesh out your under-
standing of MDR or the security landscape in general.

This icon expands on technical points that aren’t explicitly cov-
ered in the main body of a section.

This icon marks information that can help you avoid trouble or at
least give you a heads-up.

Beyond the Book

If you’re still curious about MDR or other modern security solu-
tions, you can find plenty of information at www.pondurance.
com. For further research on IT security, check out Pondurance’s
cybersecurity blog at www . pondurance . com/blog.
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IN THIS CHAPTER

How cyberthreats are changing

The cyberthreats impacting
organizations the most

» Telltale signs of a cyberattack

v

» Exploring the modern cybersecurity
toolbox

Chapter 1

Adjusting to the Evolving
Cybersecurity Threat
Landscape

his book will cover a lot, so it seems smart to start from the

ground floor. What’s happening in cybersecurity right now?

The short answer: a lot. This chapter goes over how cyber-
threats are changing, how these threats are impacting organiza-
tions, and what sorts of solutions are available to defend against
them.

Before jumping into the meat of the book, one quick semantic
note: The term cybersecurity landscape pops up sometimes in these
pages, which may seem overly general. However, each component
of the landscape (current threats, security solutions, work envi-
ronments, and so on) pushes and pulls on the others. The term is
a recognition that any one aspect of the landscape doesn’t exist
in a vacuum. So, with that in mind, what does the cybersecurity
landscape look like right now?

CHAPTER 1 3



Cyberthreats Are Changing

O

REMEMBER

WARNING

The nature of cyberthreats has changed a lot in the past five years.
Not only are the types of attacks different, but the people carry-
ing out attacks, the targets, and the ways in which cybercriminals
are able to support themselves and benefit from cybercrime are
all shifting.

The push to work from home, the explosion of connected devices,
the increasing relevance of cryptocurrencies, the threat of
cyberespionage, and the ubiquity of data collection across indus-
tries are all factors in the shifting landscape. These may be some
of the driving forces behind change in the current cybersecurity
landscape, but there will be new forces next year, and the year
after, and so on. If there is one thing you can take away from this
section, it should be that a successful security program doesn’t
just provide the tools to deal with existing threats but also has the
capability to deal with new and emerging threats down the road.

Nation-state actors changed the game

State-sanctioned espionage and sabotage have existed as long as
the nation-states that carry them out. Computer technology hap-
pens to be the most recent battleground for such activity. How-
ever, because of the sensitive nature of international politics, it’s
often difficult to call it out.

A recent incident in this realm is the 2023 advisory from the
Cybersecurity & Infrastructure Security Agency (cisa.gov). Rus-
sia’s Federal Security Service (FSB) has released Snake malware
that’s considered to be the most advanced cyberespionage tool for
long-term intelligence collection on sensitive targets.

One of the primary issues with state-sanctioned cyberthreats is
that there is little-to-no recourse after an attack. As these attacks
are obviously between political adversaries, there are rarely legal
repercussions for the perpetrators.

Additionally, the response to such state attacks is controlled by
governments and not by the private sector or contracted organi-
zations directly impacted.

The only thing these organizations can do is prepare for and pro-
tect themselves against the attacks. Whether manufacturing,
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healthcare, finance, transportation, or other industries, disrup-
tive attacks on an organization’s systems can potentially benefit
state adversaries.

Even nation-state-supported attackers are not industry agnostic.

If you feel cybercriminals have compromised your business or
@ personal security, report it to the FBI’s Internet Crime Complaint
Center (ic3.gov). The IC3 site contains information concerning
TP ransomware, elder fraud, consumer alerts, industry alerts, and
other scams and fraud alerts. The FBI investigates and prosecutes
cybercriminals worldwide by working with other security agen-

cies, including INTERPOL and Scotland Yard’s Cyber Squad Unit.

New ways to make it as a cybercriminal

Another factor changing the cybersecurity landscape is crypto-
currency. For starters, currencies such as Bitcoin provide cyber-
criminals with new, safer ways to get paid. Not only are these
transactions harder to trace, but they’re also easier to offload.

The rise of cryptocurrency has also increased the demand for
compute resources. There is now a great reason for cybercrim-
inals to try to gain unauthorized access to an organization’s
compute resources, such as central processing units (CPUs) and
graphics processing units (GPUs), because using these resources
to mine for currency provides a direct monetary benefit to the
cybercriminals.

Every new exploit or point of access is an opportunity for a cyber-
& criminal, and the fact that there are more reasons than ever to
break into private and public systems means nefarious activity

warnine  won’t be slowing down anytime soon.

Current Threats Facing Organizations

One of the largest problems organizations encounter when con-
structing and maintaining a comprehensive security program is
the sheer number of potential threats. Malware, ransomware,
business email compromise, phishing schemes, and distributed
denial-of-service (DDoS) attacks are all threats facing organiza-
tions, and each requires different types of security coverage.

CHAPTER 1 Adjusting to the Evolving Cybersecurity Threat Landscape 5
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REMEMBER

IBM’s annual security report (The Cost of a Data Breach Report
2023) shows that many cyberattacks cost an organization as much
as $4.45 million. Most businesses simply can’t withstand a finan-
cial hit of that magnitude. This section breaks down some of the
most common cyberthreats affecting organizations, discusses
what they do, and explains how they can affect operations.

Malware and ransomware

Simply, malware is a malicious piece of software that disrupts
or exploits areas like business operations or compute resources.
According to IBM’s security report, 24 percent of all reported
cyberattacks were ransomware incidents. Ransomware is a kind
of malware that is used to alert an organization that its resources
have been compromised. The attackers then usually demand
money to restore the regular operation of a stolen service or
resource. This can involve disrupting operations, such as shut-
ting down a business-critical system or stealing customer data to
either ransom back to an organization or sell to others.

There are many ways malware can enter an organization’s sys-
tems. Here are a few of the most common methods of introducing
malicious code into a system:

¥ Network traffic
¥ Software exploits
¥ Downloaded files containing malicious code

¥ Using infected applications

Cybercriminals are smart and creative, so the ways malware can
enter your organization change constantly.

Phishing and the expanding
attack surface

Phishing is the practice of sending counterfeit emails to lure
recipients into clicking compromised links or downloading
malicious files onto their machines. The code attached to those
downloads or links can then infect the person’s device, and
potentially get into an organization’s internal system. IBM’s
report estimates that 16 percent of detected attacks were phishing
attacks.
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With remote work on the rise, it makes sense that phishing attacks
are more popular than ever. So much communication between co-
workers happens via email, with documents transferred between
colleagues. Attackers can take advantage by sending emails that
look urgent, such as a URL that supposedly leads to updated access
to internal systems or business-critical documents that must be
downloaded. Cybercriminals are finding new ways to trick users
into clicking on malicious content every day, and organizations
need to protect themselves.

Attacks are more sophisticated
than ever

With expanding attack surfaces, more complex internal systems,
and new ways to benefit from cybercrime, attackers are driven
to develop new strategies and find new weak points in modern
security programs. A prime example of this is the rise in phishing
schemes.

New ways to impersonate reputable organizations through email
are thought up every day. Cybercriminals will also shift tactics
based on current events, such as the rise in fake healthcare infor-
mation emails during the COVID-19 pandemic.

Another security challenge is the increasing use of third-party
software for regular business operations. Attackers are finding
more ways to compromise this kind of software and infiltrate
customer systems once the third-party solution is in place.

What Does a Comprehensive Security
Program Look Like?

So far, we’ve covered many of the security challenges facing
organizations today. But what can they do about them? There
are three main considerations that will influence the success of a
security ecosystem: technical challenges, operational challenges,
and management challenges. Each of these props up a compre-
hensive security program. Although these three factors offer
different challenges, they support each other and are all needed
to defend against active and emerging threats.

CHAPTER 1 Adjusting to the Evolving Cybersecurity Threat Landscape 7



The technical side

Think of the technical side as the first line of defense. It's where
attackers will first run into problems accessing your systems and,
in a perfect world, would be where all attackers are stopped in
their tracks. The technical side of a security ecosystem includes:

¥ Access controls
3 Identity and authentication management tools
¥ Intrusion detection tools

¥ Database and network protection

These security tools cover potential holes leading into an organi-
zation’s systems and are designed to filter and gatekeep the users
and information entering and exiting private environments.

There are purpose-built third-party tools for each one of these
@ security considerations, but cobbling together a Frankenstein’s
monster of security solutions rarely works out. Not only do dif-
TIP ferent tools often need to communicate with one another, but
there are a slew of operational challenges that come with a self-
constructed security ecosystem.

Luckily, there are many packaged security solutions that include
tools for different security tasks. While there isn’t a one-size-
fits-all security solution, the modern security market has lots of
options available to suit any organization’s specific needs.

Security operations

Operational considerations combine day-to-day security chal-
lenges with threat detection and remediation responsibilities of
an organization’s security operations team. Operational chal-
lenges include:

3 Employee security training

¥ Incident investigation

¥ Information integrity

¥ Capability to detect real threats versus false positives

¥ Incident response planning

8 Managed Detection & Response (MDR) For Dummies, 2nd Pondurance Special Edition



Some security solutions that offer suites of security tools aim to
marry technical and operational tools to ease the burden on both
aspects of the ecosystem. These solutions are a great way to get
the most bang for your buck and lighten the load on management
personnel.

Managing the security program

Management considerations are more about big picture stuff.
Managing a security ecosystem should involve lots of planning
and assessment of current procedures, all in the hope that when
a security threat gets through (because that happens), there are
systems in place to deal with it. Management challenges include:

¥ Risk assessment
3 Security policies
¥ System monitoring

¥ Security plan implementation

This side of the security ecosystem is really about maintaining a
bird’s-eye view on the procedures and policies in place, develop-
ing strategies to improve them, and learning from mistakes when
those procedures fail.

This last point is especially important. When an attack gets
@ through or policies don’t work as planned, don’t get discouraged.
These are learning opportunities and can be valuable in preparing

. for future security threats.

Recent Incidents

Cyberattacks are frequent, and there are too many breaches for
each one to be covered in the main news cycle. Even security inci-
dents that impact millions of people may not get covered by large
news organizations. This section covers some of the most recent
security breaches, talking about what went wrong and what could
have been done to prevent, or at least mitigate, the damage. We
will focus on attacks in the healthcare, retail, and manufactur-
ing industries, but cyberattacks are not exclusive to these three
markets. Organizations in energy, transportation, agriculture,
finance, and many other industries are all potential targets for
attackers.

CHAPTER 1 Adjusting to the Evolving Cybersecurity Threat Landscape 9
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Healthcare

According to IBM’s Cost of a Data Breach Report, healthcare con-
tinues to experience the highest data breach costs of all industries,
increasing from USD 10.10 million in 2022 to USD 10.93 million in
2023 — an increase of 8.2 percent. The HIPAA Journal reported
that in 2022, almost 2 breaches of 500 or more healthcare records
were reported each day. And in the same HIPAA Journal Health-
care Data Breach Statistics report, ransomware accounted for the
compromise of more than 21 million individuals’ records in 2023.

In 2022, the electronic health record provider Eye Care Leaders
experienced a ransomware attack. Each covered entity reported
the breach separately. The HIPAA Journal tracked the breach
reports, and at least 39 HIPAA-covered entities are known to have
been affected, and the records of more than 3 million individuals
were exposed.

There are security tools and procedures the medical practice
could have used to prevent such a large data breach. For starters,
proper infrastructure monitoring, with eyes on networks, end-
points, account logins, clouds, and more, could have significantly
reduced the impact of this attack. From a management perspec-
tive, incident response planning and testing, risk assessments,
and tabletop exercises should have been carried out to identify
weak spots in the security ecosystem.

While employee security training is also important, corporate
policies and security infrastructure decisions could have been
made differently to save the logistical headache and dangerous
data compromises brought by the attack.

Manufacturing

Manufacturing is another industry that is especially at risk.
According to IBM threat intelligence, manufacturing is the indus-
try most commonly targeted by cybercriminals. That’s a shock-
ing assertion and further reinforces the need for comprehensive
cybersecurity coverage.

In October 2023, Simpson Manufacturing Co., Inc. experienced
disruptions in its IT infrastructure and applications resulting
from a cybersecurity incident currently under investigation but
thought to be a ransomware attack.

Managed Detection & Response (MDR) For Dummies, 2nd Pondurance Special Edition



Simpson Manufacturing Co., Inc made the following statement
after filing the incident with the SEC: “After becoming aware of
the malicious activity, the Company began taking steps to stop
and remediate the activity, including taking certain systems
offline. The Company is working diligently to respond to and
address this issue. The incident has caused, and is expected to
continue to cause, disruption to parts of the Company’s business
operations.”

Canadian airplane manufacturer, Bombardier, experienced a

T zero-day attack. A zero-day attack is one where a bad actor

\/ exploits a software vulnerability that is either unknown or hasn’t

tecinicar  been patched yet. This kind of breach can be especially harmful,

STUFF as shown by the 2013 Yahoo! incident that impacted over 3 billion
user accounts.

Like the healthcare breach discussed earlier, continuous monitor-
ing is crucial to detecting and responding to data breaches. Effec-
tive security programs should include plans to detect and halt data
exfiltration, even from third-party vendor resources. Addition-
ally, regular security audits can prevent an attack like this from
happening or at least lessen the impact when one gets through.

Retail

In early 2023, fashion retailer JD Sports experienced a cyberse-
curity compromise that exposed 10 million customer records.
The exposed information was from a database of purchases made
between 2018 and 2020 that included the customer’s full name,
delivery and billing address, email address, phone number, last
four digits of the payment card, and order details.

The Current Security Solutions
Landscape

This section looks at some of the solutions organizations can use
to stop security threats.

CHAPTER 1 Adjusting to the Evolving Cybersecurity Threat Landscape 11
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TIP

MSSP, SIEM, and the alphabet
soup of security solutions

SIEM, SOAR, NDR, EDR, MSSP, MDR, XDR. This mess of letters is
just the tip of the iceberg when it comes to the security solutions
market.

SIEM (pronounced “sim”), or security information and event
management, has been around for a while. The main purpose of
SIEM tools is to collect and process event data across an organi-
zation’s security ecosystem. SIEM is the king of security alerts,
which can be useful for certain customers, but most organiza-
tions simply don’t need a mountain of log data and instead should
focus on streamlining security operations. Although SIEMs can be
powerful monitoring tools, they can often lead to alert fatigue by
sending too many benign security alerts.

You don’t have to remember every security acronym to find the
solution that’s right for your organization. Just know enough to
find the solution that fits your organization’s specific needs, and
you can forget the rest.

Another popular security tool is security orchestration, automa-
tion, and response (SOAR). SOAR solutions focus on analyzing
event data by folding in some SIEM functionality and using that
data to respond quickly to incidents and develop response plans
to future security events.

SOAR solutions provide a lot of functionality to security teams, but
yes, it requires a robust security team to get the most out of them.
The information and toolbox provided by SOARs are designed for
security professionals, which require a lot of overhead for small
to midsize organizations.

Other, more focused security solutions include endpoint detec-
tion and response (EDR) and network detection and response
(NDR). Tools like these are designed specifically for monitoring
and alerting on suspicious behavior in their areas. NDRs and EDRs
can often be integrated with more big picture solutions like SOAR,
but still require the expertise of seasoned security staff to func-
tion properly.

Managed Detection & Response (MDR) For Dummies, 2nd Pondurance Special Edition



MDR

Managed detection and response (MDR) is a modern security solu-
tion that packages security tools for your internal systems with
access to security professionals. The biggest difference between
MDR and other security products and services is the human ele-
ment. MDR solutions will often integrate with your existing IT
infrastructure, including networks, endpoints, logs, users, and
clouds, and provide security and IT teams with visibility of those
systems.

A similar security solution on the market is managed security
service provider (MSSP). MSSP is a legacy service that provides
organizations with tools to monitor and control access and traffic
within an IT infrastructure. The crucial difference between MSSPs
and MDR solutions is that MSSPs are focused on preventing
attacks from happening, while MDRs monitor and defend against
attacks and also aid in the response to attacks that do get through.

Both MDR and MSSPs are built for organizations that either don’t
need or can’t support full security operations teams. While MSSPs
can be useful, MDR solutions usually provide deeper security cov-
erage for businesses.

CHAPTER 1 Adjusting to the Evolving Cybersecurity Threat Landscape 13



IN THIS CHAPTER

» An overview of MDR solutions

» Different tools on the cybersecurity
market

» MDR’s place in the current market

Chapter 2
Defining MDR

he modern security solutions market is broad and opaque.

There are many kinds of security products and services,

there is a lot of functionality overlap between them, and
most have names that sound helpful and like something you need.
It’s a lot to keep up with, even for some pros who have been in the
field for years. This chapter goes over managed detection and
response (MDR), what it offers, some other popular security solu-
tions available, and how MDR fits in with the broader security
solutions market.

Managed Detection and Response

MDR is more a security service than it is a security tool. The words
“detection and response” sound like the most important part of
the acronym, and those are the meat and potatoes of any good
security infrastructure, but what sets MDR apart is how the solu-
tion is managed.

MDR service providers offer businesses access to in-house secu-
rity experts who monitor, alert, investigate, respond, and more.
MDR providers’ detection and response tools are integrated into
an existing IT infrastructure so the security pros can detect and
respond to security threats.

CHAPTER 2 15



MDR solutions are for small to midsize organizations that can’t
support a full staff of security operations employees and larger
organizations that wish to supplement their existing security
solutions. MDR is a strong option for many organizations, but it’s
important to remember that not all MDRs are created equal. At
their core, MDR solutions offer integrated security tools moni-
tored and managed by the provider’s security professionals, but
there can be key differences between solutions.

What Does It Bring to the Table?

16

There are some very specific IT security challenges that MDR can
help organizations tackle.

Improving the incident detection
and response life cycle

The detection and response life cycle encompasses finding secu-
rity threats, containing and eradicating them, repairing any dam-
age done by them, and assessing how the threats got through
defensive tools in the first place. Ideally, the life cycle should
be constantly evolving. Attack trends and techniques are always
changing, and so should the detection and response life cycle.
There are two important metrics for determining the general suc-
cess of an organization’s threat detection and response life cycle:
MTTD and MTTR.

Mean time to detect (MTTD) and mean time to respond (MTTR)
are critical metrics for measuring the success of any IT security
program. MTTD is the average time it takes for an organization’s
security team or security service team to detect an infiltration.
Similarly, MTTR is the average time to respond to those threats.
It takes time to develop accurate MTTD and MTTR values, and
hopefully, they will trend toward zero over time.

MDR services work to lower MTTD and MTTR by providing com-
prehensive endpoint, network, log, and cloud monitoring, risk
assessments, and response plans and using threat data from
previous attacks to evolve those strategies. Because security pros
manage MDR services, the threat detection and response life cycle
can adapt to emerging threats and streamline existing security
processes to lower MTTD and MTTR.
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The threat detection and response life cycle should always be evolv-
ing. New processes should be implemented when needed, policies
changed based on current conditions, detection and remediation
tools tweaked to suit an organization’s current needs, and so on.

Low barrier to entry

One of the biggest security challenges facing organizations is sim-
ply finding and financially supporting people with the know-how
to run their security operations. Picking up a network detection
and response (NDR), an endpoint detection and response (EDR),
and a security information and event management (SIEM) solu-
tion is easy enough. Integrating and operating those solutions is
another story.

A lot of expertise needs to be put into running these tools to fully
leverage them, so at least a small security team is necessary if this
is the path an organization wants to go down. Security teams are
expensive and add a lot to the management overhead at any orga-
nization, so many small to midsize operations just can’t support
this kind of investment.

MDR has a much lower barrier to entry. MDR is a service, mean-
ing an organization can sign up and get walked through the
integration and management process. The processes, defensive
tools, and security policies that get set up are then managed by the
service itself, with minimal client interaction and management.

This low barrier to entry means more organizations have access to
the security operations program they need. Cybersecurity threats
are more prevalent than ever, but luckily, many comprehensive
security options are within reach.

To make these security options more accessible to small and
medium-sized companies, a true risk-based, consultative
approach to cybersecurity is recommended. This partnership
between the MDR vendor and the client allows smaller organiza-
tions to protect themselves from the onslaught of cyberattacks,
vulnerabilities, and risks without hiring an internal security team.
For more on this, turn to Chapter 6.

Expertise matters: The human element

This book has already mentioned the importance of security pro-
fessionals when operating and managing the security solutions
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available today. IT infrastructure is a complex beast, as are the
tools needed to defend it.

MDR services often integrate security tools like EDR and NDR into
a client’s existing infrastructure. Normally, these tools require an
in-house security team to operate them, but one of the greatest
advantages of a complete MDR solution is that it provides security
personnel as part of the service.

As a security service, MDR offers the tools to defend an IT infra-
structure and the people required to manage and operate it. More
than that, having a group of security pros a phone call away for

rememeer | S€cuUrity questions can be a boon. It offers easily accessible expert
guidance, answers to security-related questions, and peace of
mind.

The Security Solutions Market

A quick look at the security solutions market reveals an abso-
lute mess of acronyms. While each type of security solution offers
something unique and can fit different needs, there is a lot of
coverage overlap between some offerings that can make navigat-
ing the market tricky. This section discusses some of the most
popular IT security solutions, talking about their use cases and
how they fit into the larger security solutions market.

SIEM

SIEM is a technology platform that focuses on security logging
and alerting. SIEMs integrate with an organization’s existing
security infrastructure, specifically by monitoring existing end-
point and network monitoring tools. The SIEM will then aggre-
gate and log security data from these sources, alerting security
teams or administrators when suspicious behavior is detected.

Here are some of the biggest advantages of SIEM solutions:

¥ First, managing security data from separate data sources,
such as EDRs and NDRs, is a lot of work. It also forces
employees to manage a lot of useless information. SIEMs
often provide some analysis features along with data
aggregation to streamline this process.
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¥ The second big pro of SIEM solutions is specifically for
regulation-heavy industries that have steep security audit
and logging requirements. Healthcare and financial services
organizations often require large amounts of log data to
comply with government regulations on their respective
industries.

This second advantage, it turns out, is also SIEM’s biggest issue.
While mountains of log information are great for certain organi-
zations, it’s more trouble than it’s worth most of the time. SIEM
solutions have a reputation for inducing alert fatigue in the people
in charge of security alerts. This leads to employee burnout and
potentially missing actual security threats.

SIEMs are still an important part of modern security infrastruc-
tures, but most organizations don’t have the resources to tune
and leverage them fully.

SIEM solutions are battle-tested security products that have been
around for years, and they are evolving. However, in the modern
security landscape, getting the full potential out of SIEM prod-
ucts usually involves investing in other security solutions to help
manage the waves of alerts.

MSSP

Managed security service providers (MSSPs) are another popular
security solution, and it’s easy to see why. Like MDR services,
MSSPs are a security service (it does what it says on the tin) that
helps clients by monitoring IT infrastructure and removes the
barrier to entry by providing their security tools to monitor a
client’s internal systems.

The first pro of MSSPs is that they don’t require a dedicated in-
house security team because they’re managed services. This cuts
costs and eliminates the management overhead of fielding a team
of security professionals. The second pro of MSSPs is that, like
SIEMs, these services provide strong internal system monitoring.

But, and I’m sure you saw this coming, MSSPs have downsides,
too. Most MSSPs have limited visibility of a client’s IT infrastruc-
ture. Security threats have evolved, and security solutions that
were simple and effective are now, unfortunately, just simple.
In addition to suffering from limited visibility, MSSPs often lack
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attack response and remediation services. An MSSP client uses
this service to cover its security needs, but the threat life cycle
doesn’t end with an alert. Clients need action plans and threat
remediation capabilities to say they have a comprehensive secu-
rity infrastructure. For more on this topic, see Chapter 1.

XDR

Extended detection and response (XDR), like MDR, is a relatively
new addition to the security solutions market. XDR solutions
often include powerful detection and response tools that marry
NDR and EDR capabilities while providing modern security tools
like machine learning-driven analytics.

The first pro of XDR solutions is that they enable fine-grained
visibility into endpoints, networks, logs, and sometimes cloud
resources. The second pro is that XDR platforms usually play well
with existing security tools, increasing their value by aggregating
the security information they’re outputting.

XDR is off the table if your organization has a small to nonexis-
tent security staff. XDR platforms require a full security opera-
tions team to manage properly.

The biggest problem with XDR is its complexity. XDR solutions,
without question, require in-house security teams to operate and
manage. XDRs need an existing security infrastructure and serve
to increase the value and effectiveness of a security team already
in place. Ultimately, XDR is a solution tailored to large organiza-
tions and unsuitable for most businesses.

How does MDR fit?

The short answer is that MDR fits for a lot of organizations. The
most obvious comparison is with MSSPs, but MDR addresses
MSSPs’ issues by providing the fine-grained visibility of special-
ized detection and response products while also aiding in secu-
rity event remediation and risk assessment and developing and
executing response plans.

MDR solves many issues presented by SIEM and XDR solutions.
As a managed service, MDR providers analyze security alerts for
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their clients, so they only get the alerts that matter. Additionally,
MDR services provide threat response support, something that
needs to be added to every SIEM offering.

MDR is a service, not a single tool. It provides a range of capabili-
ties, and the security pros working at the MDR service providers
are available to help walk organizations through how the service
can integrate with an existing security ecosystem.

MDRs also remove the steep barrier to entry of XDRs while retain-
ing the fine-grained visibility and remediation tools. The bottom
line is that MDR services often have access to cutting-edge secu-
rity tools without the cost of maintaining and operating those
tools in-house.
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Chapter 3
Addressing
Organizational
Challenges and Pain
Points with an MDR
Solution

Ithough comprehensive security coverage is vital to the

health of any organization, many still face trouble finding

the tools that fit their budget and management restrictions
while also meeting security needs. This chapter examines the
most common problems organizations face when strengthening
their IT security posture and how managed detection and response
(MDR) services can help overcome those challenges.
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This book splits security infrastructure adoption challenges into
two broad categories: organizational challenges and technological
challenges. Organizational challenges include building security
operations teams, industry regulation requirements, and security
response process issues. Each topic presents different problems,
but it ultimately comes down to finding, hiring, and retaining the
right people to support a security infrastructure.

The SecOps problem

Security operations (SecOps) is the marriage of security and
operation management. It’s a philosophy that aims to increase
operational efficiency and security coverage while leaving teams
agile enough to adapt to changing market conditions.

Unfortunately, building a successful SecOps team is harder than
it sounds because there is a need for more available cybersecurity
talent.

TechTarget’s Enterprise Strategy Group and the Information
Systems Security Association International (ISSA) released the
sixth iteration of their landmark global study in fall 2023, which
shows “escalating career complexities and job discontent faced by
cybersecurity professionals while the ongoing global skills short-
age impacts 71 percent of organizations.”

This security pro shortage means building a security team is
challenging, and the market is more competitive than ever. It’s
not uncommon to lose cybersecurity workers to higher-paying
organizations after hiring them fresh out of school, training them,
and incorporating them into the SecOps infrastructure. Security
workers are in such high demand that they can often ascend pay
bands too fast for small to midsize organizations to keep up.

Security services like MDR are an obvious solution to this problem.
They provide the expertise and security infrastructure manage-
ment of a fully staffed SecOps team without the cost and hassle of
hiring and maintaining one.
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Compliance and regulation
requirements

Industries with long histories of regulation like financial services
and healthcare are no longer the only sectors with steep com-
pliance requirements. New data storage-related legislation and
visibility requirements are enacted each year, so there is a lot to
keep up with. This is especially true if the organization serves an
international client base.

Take a look at some of the most commonly encountered compli-
ance requirements and who needs to comply with them:

 HIPAA: U.S. law regulates patient data for any healthcare
entity operating within the United States.

3 Payment Card Industry Data Security Standard: This
standard regulates customer financial privacy and is a
standard across the credit card industry.

» General Data Protection Regulation: This personal data
privacy compliance standard is mandated by the European
Union (EU). Any organization holding EU citizen data must
comply.

¥ California Consumer Privacy Act: This personal data
regulation applies to any entity using the data of California
residents.

Many organizations have more than one compliance standard to
worry about, and keeping track of the data storage, security log,
and attack incident audit requirements requires a lot of know-
how. Complying with legal and industry standards isn’t a place to
cut corners. There are few instances where getting a personalized
letter from a governing body is a good thing.

Again, the access to security professionals provided by MDR ser-
vices helps overcome this challenge. A select few MDR service
providers offer risk assessments and penetration testing and have
teams of people who know how to navigate compliance and reg-
ulation issues.
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Undocumented processes in the
event of an attack or breach

Part of operations management is documenting incidents and
learning from them. Organizations can learn a lot from attacks,
and threat incidents can inform tweaks and updates to existing
policies and processes. There are two primary hurdles prevent-
ing organizations from implementing proper incident reporting
procedures.

First, comprehensive attack reports require fine-grained visibility
and alerting for all relevant systems, including cloud, networks,
and endpoints. There are many specialized endpoint and net-
work detection tools available on the market to inform report-
ing, although cloud is more difficult to monitor. This part of the
challenge is more related to the technological hurdles. (For more
about this, see the next section.)

The second major barrier to proper documentation procedures is
the staff needed to process, interpret, and investigate the inci-
dent data. Learning from an attack can’t happen without people
deciphering why the attack happened and how it could have been
prevented. Again, this is a multifaceted issue: security staff short-
age, security staff retention problems, high operational costs, and
so on.

A facet of MDR services is the information gathering and inter-
pretation they offer. The security pros on the other end of the line
have the visibility — thanks to the deployed security tools — and
knowledge to see what’s happening and why.

Technical Challenges

The other side of this problematic coin is the technology chal-
lenge. Most modern security tools are expensive and difficult to
manage — the ones that are easy to use lack the monitoring capa-
bilities needed for full security coverage. Unfortunately, cutting-
edge tech isn’t enough to prevent attackers from getting in. This
section details each of these challenges and how MDR can provide
relief in these areas.
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Security tools are hard to maintain

The first technical barrier new security tool adopters will likely
run into is just how difficult security solution deployment, inte-
gration, operation, and maintenance is.

The complexity of many security tools means specialized certifi-
cations are needed to properly operate and maintain them. The IT
security market isn’t monolithic, and different tools have differ-
ent operating procedures. Target-specific detection and response
tools like network detection and response and endpoint detection
and response must be configured for an organization’s systems,
tested, and integrated into orchestration or higher-level moni-
toring tools such as extended detection and response (XDR).

The big picture tools, like XDR and security orchestration, auto-
mation, and response, often have customizable dashboards,
include menus within menus, and require regular tweaking to fit
current security needs. While these are powerful tools, getting the
most out of them demands expertise that is expensive and hard
to come by.

MDR services provide that expertise, along with many of the
tools and security capabilities themselves. Security operations are
handled by the service so clients can put more focus on other
business-critical operations.

Lack of visibility across organizations
and tools

Lack of visibility across systems is one of the biggest security
challenges facing organizations today. There are three primary
reasons why true visibility is becoming more important and more
difficult to attain:

3 Advancements in cyberattacks require fine-grained visibility
and monitoring.

¥ Visibility is needed for more user devices than ever with the
push to work from home.

3 Cloud services and tools, which also require monitoring, are
increasingly popular.
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Broad and deep visibility capabilities are important because
attackers made them important. Alerts for run-of-the-mill sus-
picious network traffic and unauthorized logins don’t cut it any-
more. Bad actors are constantly finding new ways to infiltrate and
gain control of internal resources. These new methods can involve
small packets of data or discreet lines of code in seemingly benign
software. True visibility means having the ability to see the small,
unexpected problems, not just the big, obvious ones.

Although the great work-from-home migration is a sensible evo-
lution of the modern workplace, it presents a slew of new secu-
rity challenges. The most pressing is the expanded attack surface.
Each new device and each new user connected to internal systems
are new points of entry for cybercriminals.

Phishing attacks are wildly popular among attackers now, and
it doesn’t seem like just a fad. Phishing emails are an effective
way to grab login or authentication information from employees,
contractors, and partners, as well as introduce malicious software
into internally connected devices. Detecting suspicious activity as
quickly as possible is one of the best ways to prevent damage from
phishing attacks. Scam emails are becoming more sophisticated,
not just in their capability to trick users but also in the ways they
exploit target systems.

Visibility is crucial to defend expanded attack surfaces, and the
cloud is part of that. Cloud adoption has been on the rise for
years, meaning each year more targets and points of entry are
introduced to attackers. Comprehensive monitoring capabilities
include the capability to detect data exfiltration from cloud data-
bases at a fine-grained level. It also detects suspicious commu-
nication between cloud services, as well as other activity that is
difficult to pinpoint.

Cloud visibility is a common weak point in modern security
ecosystems. The cloud adoption rate is high, and it is hard for
security trends to keep up with it. A security program should be
able to evolve with the threat landscape.

Some specialized tools, such as XDRs, can address these chal-
lenges, but this loops back to the operational issues discussed
before. Modern MDR services, on the other hand, provide the tools
to enable visibility and the expertise to understand and operate
them.
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Technology alone can’t deter
motivated attackers

Attackers are intelligent, determined, and creative. This means
that any set-it-and-forget-it security technology simply won’t
keep them out. Even with security automation, machine learning-
driven analysis, and other modern IT security techniques, cyber-
criminals will find a way to get around defenses without human
intervention.

Plenty of great IT security tools and solutions are on the market
today, but as we’ve already gone over, these come with serious
cost and staffing problems. Without experienced security staff
working behind the scenes, security tools are no better than a
line of scarecrows. It might look a little frightening at first, but it
doesn’t prevent determined, problem-solving humans from get-
ting in.

People are the foundation of a good security program. If you
don’t have experienced security staff in your organization to lev-
erage security tools, then attackers will not have much trouble
getting in.

In this light, MDR services are an accessible way to fight fire with
fire. Security professionals at these service providers are just as
intelligent, determined, and creative as the attackers, and they
have access to cutting-edge tools that stand the best chance
of stopping threats. Additionally, people learn from mistakes.
Machines don’t. The human element also means that attacks that
do get through become resources for developing future security
policies, not just threat events that damage internal systems.

Realize that not all MDR vendors are the same. It’s wise to select
a vendor that uses the latest technologies, partners with you, and
provides consulting and technical support, such as digital foren-
sics and incident response (DFIR) services. If you’ve experienced
a data breach or cybersecurity incident, you know how frustrat-
ing and time-consuming it is to select a third-party consultant.
Having a single vendor partner provide you with consulting and
support services helps you remediate, recover, and resume busi-
ness operations.
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Chapter 4
MDR, MSSP, and SIEM:
Which Is Right for You?

f it feels like every advance in infosec is accompanied by a new

acronym or abbreviation, you are paying attention. Today, you

have to wade through a few key terms for security services to
understand your options for security solutions and what each one
brings to the table. Three important ones are MSSP, SIEM, and
MDR. This chapter covers what each security offering provides,
what clients can expect to manage after adoption, and how man-
aged detection and response (MDR) helps solve many of the issues
presented by the two older solution types.

MSSPs: Managed Security
Service Providers

MSSPs are services that allow you to outsource some of your
information security workload, especially around monitoring and
preventing attacks from happening in your security systems. For
example, an MSSP might manage your firewall configurations,
make sure your antivirus software is up to date, and perform reg-
ular vulnerability scans of your applications.
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Entry-level security

Most organizations are very good at their core competencies but
not in other areas. Retailers are good at selling things. Healthcare
professionals are good at healing. Financial services companies
are good at managing money. Information security is a broad and
demanding field, and it’s hard to get everything right all the time.

MSSPs can help organizations with security by taking over some
of the security workload that every organization needs to do. For
example, an MSSP may be tasked with securing a company’s net-
work and evaluating security controls on client devices. This is a
good option for many organizations that don’t have staff special-
ized in those operations.

Security engineers with an MSSP are experienced in these areas
since that is what they do for a living. For those working in other
areas of IT, securing a network may be something you worked on
at some time in the past, with someone who knew more, and at a
time when you remembered more about network security.

Security is an area where the idea of division of labor makes a
lot of sense. The idea here is that rather than trying to be good
at many different things, security professionals work best when
able to focus on their own specific areas and develop their own
experience.

This approach to security is good for as far as it goes. The prob-
lem is that it needs to go further. The MSSP approach provides
an entry level of security protection. The problem is that MSSPs
focus on performing a limited set of tasks, leaving organizations
vulnerable to unaddressed security needs.

Limited scope

One of the issues with MSSPs is that they need a more comprehen-
sive view of the security landscape and a limited set of responses
to incidents.

Imagine your company has contracted with an MSSP to provide
security services. The contract specifies the kinds of services the
MSSP will provide, and that might include configuring firewalls,
running vulnerability scans, and validating policies for your vir-
tual private network.
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These are all important, and having these tasks taken care of is a
significant contribution to your overall security posture. Unfor-
tunately, they are not nearly the scope of what you need to mit-
igate the risk of attacks from determined, capable, and adaptive
malicious actors. You have contracted to take care of the tip of the
iceberg without addressing the risks that lie under the waterline.

What if you expand the scope of your contract and add in monitor-
ing and alerting? Surely this is the key to protecting your assets.
If someone tries to compromise your systems, you’ll detect some
indication of that. Right? Not exactly.

First of all, attackers are aware of monitoring and logging capa-
bilities. Sophisticated attackers will employ countermeasures to
avoid detection.

For example, an attacker who wants to steal a large dataset could
risk detection if the attacker tried to exfiltrate the entire dataset at
one time by writing it to one target device. A large data download
in the middle of the night might be unusual for your systems, and
that kind of anomaly could trigger an alert.

From the attacker’s perspective, a better option is to download
small amounts of data at one time, at random intervals, and while
writing to several target devices. This kind of approach may well
leave signals that blend in with normal activity on your network
and don’t look suspicious at all, at least when looking only at lev-
els of network traffic.

Another problem with monitoring is that it is easy to become
overwhelmed with monitoring data. As the number of applica-
tions, services, devices, and users increases, there is more to
monitor.

Simply collecting monitoring data can’t address the problem of
limited visibility. In some cases, it can make visibility into the
state of security in your systems more difficult to assess because
you are overwhelmed with data.

While MSSPs can increase an organization’s overall monitoring
capabilities, the scope is often limited, and attackers will take
advantage of this shortcoming.
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Undetected activity

Being overwhelmed with data doesn’t mean you’re collecting the
right data and simply missing the important pieces; it can also
mean you’re collecting too much of some kinds of data and not
enough of other kinds of data. The problem with MSSPs that have
limited scope is that they have limited insight into undetected
activity.

Sophisticated attackers don’t broadcast their presence or leave an
obvious trail of breadcrumbs for you to follow. They use multiple
methods to probe your systems, collect information about infra-
structure configuration, and learn users’ activity patterns while
leaving as little indication of their activity as possible. Therefore,
breadth of observation is so important.

Undetected activity is like missing puzzle pieces. You may know
something is happening and have signals, like alerts, that show
you some pieces of the puzzle, but you don’t have enough pieces
to see the full picture.

The challenge for the MSSP approach to security is that without
all the puzzle pieces, MSSP can’t provide you with a full picture
of your security status. Additionally, MSSPs often don’t provide
threat hunting and analysis services to help proactively parse
threat data and look for potential weak points.

Monitoring, detection, and response capabilities are all connected.
Weakness in one area significantly impacts the overall strength of
a security infrastructure.

The combination of entry-level security processes, limited scope
of observation of relevant activities in your infrastructure, and the
pretense of undetected activity puts an upper bound on an MSSP’s
security.

Security and Information Event
Management: SIEM

34

The limitations of MSSPs are somewhat addressed by a combina-
tion of security information management (SIM) and security event
management (SEM) in products known as SIEM (pronounced
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“sim”) platforms. A defining characteristic of SIEM platforms
is that they collect data from multiple other security systems.
This provides additional visibility, but SIEMs still provide limited
analysis and can produce large volumes of alerts that further limit
full understanding of what is happening on your systems.

Broad visibility

One of the limitations of MSSPs is the limited scope of what they
manage and observe. SIEMs address that limitation by collecting
relevant data from a variety of sources.

It is typical for SIEM systems to deploy agents to devices for col-
lecting and forwarding relevant data to a centralized manage-
ment and analysis system. For example, a SIEM system may have
agents on end-user laptops, servers in the data center, firewalls
used across the organization, and other security systems, like
anti-malware applications.

Some SIEM systems may employ machine learning (ML) or other
forms of artificial intelligence (AI) to help filter and aggregate raw
data into more useful information. This can help reduce infor-
mation overload, but unless the ML models are kept up to date
with the latest attack patterns and changes in your organization’s
standard operations, the quality of analysis can degrade.

When thinking about broad visibility, it usually implies visibility
into your infrastructure and services. This is certainly a core facet
of broad visibility, but there is more to that concept. SIEMs should
have visibility into the changing threat landscape.

As new vulnerabilities in commonly used software are detected,
a SIEM should be able to take advantage of those findings. It
should also be configured to detect new attack patterns that may
emerge as attackers craft new responses to your improving secu-
rity controls.

The benefits of broad visibility are that it provides event and log
data from various systems and an awareness of vulnerabilities
and threats. Combining those two should be the key to identifying
signals of an attack on your systems. There needs to be more than
data, and you need to have human and machine mechanisms to
analyze and reason about that data.
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Limited analysis

SIEMs depend heavily on machine-level analysis of data. This is
definitely needed to collect, filter, and analyze large volumes of
highly varied data. Machines are excellent at finding correlations
and detecting statistical anomalies. They aren’t so great at out-
witting a smart, creative, and determined attacker.

While Al is an effective tool for detecting signs of attacks, the most
common Al technique employed is ML. ML has made impressive
gains in the past decade and has been applied to various challeng-
ing problems, from analyzing medical images to understanding
languages.

The most effective ML models, which are what ML folks like to
call the programs that get created after jamming a truckload of
data through an ML algorithm, depend on large amounts of data
and some serious computing horsepower. In other words, it’s
not trivial to come up with a good ML model, and if the model is
applied to an area that is changing, like the cybersecurity land-
scape, you will frequently retrain models.

The analysis limitations of SIEMs aren’t dictated by the tools
themselves but by the humans managing them. Security experts
are a must when hoping to leverage a SIEM solution.

It’s great to have and use ML and other Al techniques. Still, the
kinds of analyses available now from AI need to be complemented
with human intelligence to analyze new attack patterns designed
by clever attackers who know somewhere an Al tool is watching
them.

Alert fatigue

One of the best features of a SIEM is that it collects data from mul-
tiple sources. This is also the SIEM’s Achilles’ heel. The problem
is that with so much data, it is easy to find instances of apparent
problems that will trigger alerts. This leads to alert fatigue and
false positives, overwhelming engineers and analysts with alerts
that are not relevant, informative, or otherwise helpful.

Imagine you have an alert that will get triggered once every
100,000 times you check a metric. Now, imagine you check the
metric 10 million times. That means you’ll have triggered the
alert 100 times. In an ideal world, those 100 alert notifications
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are about real issues that must be addressed. In reality, a simple
metric threshold is rarely sufficient to identify an issue.

To account for this, you can make your rules more robust. For
example, instead of triggering an alert if one metric is over a
threshold, add a check on a second metric. The thinking here is
that if both metrics exceed a threshold, then the chance that a real
problem exists increases. You can keep adding conditions to your
rules until you eliminate false positives. Excellent, you have a plan.

Now, before crafting finely tuned alert conditions, remember
how difficult it is to craft alert rules that trigger only on the true
conditions you want to trigger on and never trigger under other
conditions. You should try multiple iterations of condition com-
binations to find one that works reasonably well, and also under-
stand that repeating the same process for all alert conditions isn’t
a practical strategy. You need better options for avoiding alert
fatigue, increasing analysis capabilities, and widening the scope
of threat detection operations.

Managed Detection and Response

TIP

Managed detection and response (MDR) is a security service that
has emerged to address the shortcomings of other security solu-
tions. You can find more details on MDR in the next chapter, but
here’s a look at three key distinguishing features of MDR.

Easy to integrate security silos

Like SIEMs, MDRs are designed to capture, integrate, and analyze
data from multiple sources. Integrating data from multiple sys-
tems can be challenging and error-prone. It helps to have some-
one on your team who has been down the data integration road
before when integrating security silos.

MDR service providers have that kind of experience. You’ll prob-
ably find that your MDR has already worked on similar, if not the
same, security systems you use. They’ve seen the parts that work
well in the integration process and those that are more resistant.

There is no need to reinvent the wheel or learn how to integrate
an array of security tools when you have experienced partners in
MDR to help.
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Full scope analysis

MDR builds on the ML and statistical analysis techniques com-
monly used in SIEM by expanding the scope of analysis to net-
works, endpoints, logs, and even cloud environments. MDR brings
full-scope analysis to security analytics.

The capability to perform full-scope analysis is enabled by the
amount and variety of data available, the use of best-of-breed
tech tools and ML, and the presence of humans in the loop.
Because MDR services are staffed with security professionals, the
people on the provider end can tell which kind of monitoring tools
need to look where, how to interpret the monitoring data, and
how to gain valuable security insights through advanced analyti-
cal techniques.

Good security analysis needs experienced security staff and
advanced tools such as ML.

A human in the loop

If your systems are under attack, a human is somewhere direct-
ing and orchestrating that attack. Attackers are certainly using
advanced tech tools to probe for vulnerabilities, mask their pro-
cesses running on your systems, and stealthily exfiltrate data
from your data stores.

You need a human on the other side to defend your assets. Tools
can help sift through huge volumes of data, lock down servers,
and block specific types of network traffic. Als help to identify the
most appropriate response. Still, a human in the loop is the best
method to detect novel attack patterns and respond to unexpected
actions by attackers.
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Chapter 5
Exploring MDR and Its
Offerings: A Deep Dive

he security solution market is vast, but even within product

types, there can be a lot of variation between solutions.

Managed detection and response (MDR) is no different. This
chapter discusses the advantages modern MDR services aim to
provide, what you can expect when investing in MDR, and some
specific features to look for to help you choose the service that’s
right for your organization.

MDR Advantages

This section explains the primary advantages of adopting an MDR
service over other security solutions discussed in previous chap-
ters. The short version of this discussion is that MDR is a flexible
solution that provides access to security expertise at a fraction of
the cost of building an in-house SecOps team and equipping them
with cutting-edge tools.

Customizability

MDR service flexibility can be split into two categories: cus-
tomizability and capacity for integration with a client’s existing
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security tools. Customizability covers the capability of an MDR
service to adapt to an organization’s specific industry and opera-
tional needs, including compliance requirements, internal busi-
ness and security policies, and any future changes to these needs.

MDR clients are not monolithic. They have different industry-
specific compliance requirements, varying numbers of in-house
security and IT staff, different business policy requirements, and
so on. Even within a single industry, there’s variation in different
organizations’ security service needs. For instance, in the health-
care sector, a large clinic may have no IT security staff a few basic
security monitoring tools, and that’s it. A different healthcare
organization may run patient sample analyses, be a large orga-
nization with a few existing security staff, and have a small suite
of security tools. These two organizations may have similar com-
pliance requirements but vastly different security service needs.

MDRs can deliver flexible services by providing the expertise and
tools to adapt to organization-specific requirements. Security
solutions can’t be a one-size-fits-all offering, and this kind of
customizability can only be offered by seasoned security pros with
knowledge of many industry requirements and the work experi-
ence to back it up. Remember there’s a difference between pro-
viders that offer a standard suite of MDR services and those that
also offer a consultative, risk-based, and holistic approach to your
security.

Open integration

The second part of MDR flexibility — open integration — is how
the service works with any existing security tools already part of
an organization’s security infrastructure. Many will invest in an
MBDR solution to supplement their existing tools, and integration
with security solutions already in place is important for retaining
value in prior purchases. For instance, SIEMs are commonly used
security solutions often already in place when an organization
adopts an MDR service.

Security information and event management (SIEM) solutions
alert organizations of specific activity and log the events. They
represent a first step into security solutions but almost always
require supplemental tools and a lot of management to lever-
age. MDR services can manage and analyze these logs to provide
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security intelligence insights, prepare organizations for security
event audits, and help comply with industry-specific compliance
requirements.

The advantage of this kind of flexibility is simple: MDRs don’t
cause more security tool adoption headaches and don’t require
organizations to throw previous investments in the trash. MDR
services take an “if it ain’t broke, don’t fix it” stance. The security
tools themselves aren’t the problem; it’s building and maintain-
ing the security infrastructure to utilize them fully.

Cost

Another boon provided by MDR services is the cost advantage. The
total cost of ownership (TCO) of MDR services is much lower than
the alternative of hiring a full security staff and providing them
with a suite of security tools. Not only are the tools expensive, but
finding, hiring, and retaining a complete security team is more
difficult than ever.

One of the reasons the cost of hiring security pros is so high is the
global security staff shortage. With cyberthreats on the rise, the
demand for IT security personnel has also increased. The num-
ber of trained, experienced professionals can’t keep up with this
demand, and even if an organization hires a security team, staff
retention is a big problem.

Because of the shortage, security pros can ask top dollar for their
expertise, and many midsize organizations can’t support the
cost. Even hiring for entry-level security positions often leads
to employee turnover, with new hires gaining some experience
before moving on to higher-paying jobs.

So, where do the security professionals go? Some of them go to
MDR service providers. MDR services are run by businesses spe-
cializing in security solutions, meaning there is no security talent
shortage. Additionally, because MDRs provide various security-
related services, there isn’t a need to invest in as many tools to
achieve proper security coverage.

Security expertise

This book has repeatedly stressed the importance of security
expertise, so it shouldn’t be surprising that it is on the list of MDR
advantages. Like any industry, IT security’s foundation is people.
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The other advantages on this list (customizability, open integra-
tion, cost savings) are all made possible by the security experts
operating the MDR service.

The advantage of security expertise is a lot more than just a
knowledgeable professional available to help manage security
infrastructure. The advantage of human expertise includes:

¥ Security strategy and policy management
¥ Threat intelligence and insight

¥ The availability of a human on the other end of the line

Security strategy and policy development are complex. They
involve overlapping business and compliance needs, staff avail-
ability, and cost concerns. MDR services are staffed by people
with experience developing strategies and policies around these
restrictions, and security operations become more effective at
defending an organization’s assets while not getting in the way of
daily business operations.

Threat intelligence is a broad subject, but a crucial part is the
capability to evolve defensive strategies and deployments. This
kind of decision-making requires a human on the job, and MDR
service staff members are experienced in solving problems and
shifting strategies based on the latest information. MDRs are
observing and learning from many organizations, not just one.
The security staff has a broad view of the security landscape. A
new vulnerability might be detected in one client’s system, and
this information can be applied to other organizations.

One of the reasons security professionals at MDR service pro-
viders are so valuable is that they’re constantly learning with
insights for your organization as well as those from their many
other clients. They can then take those learnings and improve on
the support for your security operations. More than that, some
MDR service providers also utilize machine learning (ML) and
other advanced artificial intelligence (AI)-supported analysis
techniques to interpret and respond to security information. The
human element, though, is still critical to even this aspect. ML in
a vacuum is useless. It requires an expert at the beginning and
end of the algorithm to fully leverage it.
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The last aspect of the expertise advantage is access to humans
for advice, not dashboards, ticketing systems, or technical doc-
umentation. Security staff members aren’t the only people who
deal with security problems. Managers, system administrators,
and others will have security concerns and questions, but many
won’t know how to navigate security tool dashboards or under-
stand technical documentation. Being able to speak with a person
to help walk you through security concerns is a huge help, and
MDR provides it.

Insurance

Purchasing cyber insurance is among the most important tech-
nology, legal, risk, and reputational decisions a cross-functional
team of senior leaders can make. Above all, leaders need advocates
and partners to ensure they have proper coverage and are ready to
respond at the first sign of trouble. Navigating cyber insurance’s
higher stakes is a daunting proposition for even the largest orga-
nizations. Buyers seeking new or updated insurance policies need
an objective, outside set of eyes to help scope and tailor coverage
while providing ongoing risk management advice.

When finalizing cyber insurance policies, policyholders benefit
from writing in, or specifying, their designated DFIR firm for
incidents. Specifying your response firm, particularly one already
familiar with your operations and insurance situation, is a pivotal
step underpinning the total value of a policy.

What to Look for in MDR

The advantages covered in the previous section are, for the most
part, shared between MDR service providers. However, there are
some key aspects to consider when choosing a modern MDR. The
biggest problem tends to be that many services will say they offer
certain capabilities, such as “incident analysis,” but the fine print
paints a picture of what they mean when they say that.

For instance, two MDR providers may offer incident analysis, but
one has access to ML analysis techniques while the other’s offer-
ing is more rudimentary. Analysis overlaps with other aspects of
an MDR service as well. What is the availability of support staff?
What kind of policy development assistance is offered considering
new threat information?
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Fine details like this end up mattering a lot. They are the consid-
erations that differentiate between an attack getting through to
your critical infrastructure and data and one being stopped before
it does any damage.

Comprehensive logging and reporting

In this and the next few sections, you will explore the primary
capabilities to look for when selecting an MDR service provider.
Many organizations begin their security journey with SIEM
solutions to meet logging and alerting needs. This is also one of
the first things to look at when considering MDR options. The
“comprehensive” part of this consideration is about how the
MBDR service provider handles logs and alerts from your systems
and how it deals with reporting for both internal and compliance
purposes.

Incident logs and alerts can pile up fast, and the best MDR pro-
viders will be able to handle the deluge of information properly.
This is part of the web of visibility that’s so crucial to an effec-
tive security infrastructure. Experts should be the ones parsing
and learning from logs, in addition to organizing logs to comply
with industry or state regulations in case of security audits down
the line.

Organizations in heavily regulated industries aren’t the only ones
that need comprehensive logging and reporting. Organizations
can benefit from the boons to threat intelligence provided by
great log handling.

Security incident reporting is also important for compliance.
Complete incident reporting requires knowledge of the inter-
twined systems that generate the information making up the
meat of the document. It’s a lot, and a good MDR service provider
will help clients to build reports. This lifts a large portion of the
reporting burden from the client and hands it to security pros
with lots of experience building reports.

Detection

An MDR service with good detection capabilities has fine-grained
visibility into a client’s systems and resources. This means
packet-level views of network traffic, the capability to detect data
exfiltration from cloud environments, and a full view of endpoint
devices.
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MDR IS MORE THAN AN ACRONYM

MDR is a complete service that includes managed detection and
response. Exercise caution when selecting a managed detection and
response solution for your business. Vendors often use acronyms
without clearly defining what they mean or should mean to you, the
client. Ensure that your MDR partner provides you with managed
services with 24/7 monitoring and alerting.

Cloud visibility is one of the most important things to look for in
a modern MDR service. This is frequently a blind spot for organi-
zations, either due to a lack of comprehensive security tools and
services or simply misunderstanding the security needs of a cloud
platform. Best-in-class MDR services will have a view of the cloud
and be able to leverage modern threat detection techniques, like
ML and AI-driven analysis.

Regarding MDR detection capabilities, one red flag is the word
“focus.” It’s a positive-sounding word, but when applied to IT
infrastructure visibility, it suggests the service is lacking in cer-
tain areas. A service that focuses on endpoint detection may have
a network visibility weakness, and so on. The right MDR service
has a broad and deep view of internal systems and resources.

The key to good detection is fine-grained visibility. Cloud visi-
bility is an especially common weak point for organizations and
many legacy MDR service providers. Some providers manage EDR
and nothing more but claim managed detection and response.

Response

Effective responses to attacks are driven by actionable informa-
tion. Remediation is just one part of a response. A full answer to
a threat involves informed policies and advanced threat hunting
capabilities. Following the comprehensive visibility of the MDR
services, good response plans and actions are driven by high-
quality threat data and modern analysis tools.

This information allows MDR provider security staff to formulate
a response and inform the client. There may even be instances
where the MDR service provider’s response is just an alert report.
IT staff might receive a security alert, get ready for action, and get
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a report from the MDR provider that the alert was a false positive.
While this seems like a waste of time, it would have been a much
greater waste to have internal staff dealing with a false positive
rather than a professional security team that can quickly identify
false positives.

A solid MDR service is one with the availability to inform clients
of attacks, the tools to remediate them, and the detection capa-
bilities to back it all up. If an MDR provider seems to lag in one of
these areas, it’s best to keep moving and find a new option.

The strongest MDR options expand threat hunting services by
proactively looking for threats, not just reacting to them.

Full integration

MDR adopters are a diverse group of organizations. From small
operations with no security staff on hand to larger organizations
with security teams and tools already in place, MDR can be a
security boon to all of them. With this diversity also comes a high
integration requirement.

A business with no security staff and a basic security toolset is
easy enough for MDR providers to integrate with. The service fills
in the holes, runs penetration testing and risk assessments, and
helps the client develop security policies.

Many organizations have some security staff working in-house,
have security policies in place, and have invested in more advanced
security solutions, such as modern SIEMs. Integrating with this
kind of organization involves fitting within strict day-to-day
operations. There is already a rhythm dictating the operation of
the existing security infrastructure, security tools are working
(maybe they could be working better), and experienced security
professionals are working to defend internal systems.

A strong MDR option fits with an organization’s specific needs,
and this should include getting the MDR up and running in the
first place. Organizations don’t just want to keep their existing
security solution investments; they also want to keep their invest-
ments in people and processes.

Look out for MDR services that only advertise integration with
existing tools. A provider emphasizing tools and not the people
behind them isn’t a good option.
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An MDR’s integration capabilities are part of the overall flexibility
of the service. Integration shouldn’t just be about playing nice
with existing tools or fitting properly within your IT infrastruc-
ture. It should also be about fitting with the people and policies of
a client’s organization.

Incident analysis and forensics

Threat incident analysis and forensics is the process of under-
standing and learning from cyberattacks and attacker behavior.
Incident analysis doesn’t just occur after a successful breach.
Even blocked attacks should be analyzed for valuable information
about future threats.

Because MDRs are always on, client organization staff may wake
up to a security alert that has already been analyzed by the pro-
vider’s security teams and found to be benign or already dealt
with. What sets modern MDR solutions apart from less capable
ones is more than just availability, though. A big part is how MDR
services perform threat data analyses and forensic operations.

A good MDR provider evolves with the security landscape, includ-
ing evolving its own internal procedures and toolsets to meet
modern threats. New analysis and threat forensic technologies
and techniques are developed yearly, with ML and AI-supported
processes currently on the cutting edge.

ML-driven analysis helps security professionals see things they
might miss when investigating a threat. The sophistication of
current attacks can hide behavior and infiltration points, exfil-
trated data, and more. Advanced analysis tools should be a part of
any MDR service an organization seriously considers using.

This key aspect of an MDR service is difficult to find. Many MDR
solutions offer incident response plans, but the combination of
response and forensic services is both crucial to a strong security
posture and a rare thing in the MDR world.

Detailed forensic reports are an important part of any security
infrastructure. A good MDR service should communicate openly
about security incidents and follow-up analysis.
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Human expertise and availability

One of the main draws of any MDR service is the human element.
A full-featured security operations service is a huge cost saver. It
lightens the managerial and operational load of hiring and main-
taining security teams and tools, and its flexibility helps organi-
zations respond to the current threat landscape.

Be aware that expertise and availability can differ between ser-
@ vices. The first question to ask about an MDR provider: Is this
an established IT security provider with experience dealing with
TP modern threats? There is a large demand for security tools and
services, so new security vendors are continually popping up.
Some of these will become reputable, seasoned security compa-
nies in a few years, but now is not the time to take a chance on
vendors just entering the industry.

Similarly, vendors of legacy security solutions, such as managed
security service providers (MSSPs), are now trying to reposition
their products as modern options. Unfortunately, an MSSP with
a fresh coat of paint is not a comprehensive MDR service. The
human availability at providers like these will not be as strong as
with a modern MDR. Communications will be limited, provider-
side security pros won’t have access to the latest analysis and
detection tools, and their security services may not even line up
with the basic advantages of MDR in general.

The right MDR provider for your organization will be staffed with
experienced security professionals equipped with advanced tools
and have true 24/7 availability. Great people make MDR services
stand out the most in the crowded security solutions market, so
assessing the quality and availability of their expertise is a top
priority. Take special note of staff experienced in DFIR.

True 24/7 availability might mean getting urgent security alerts
at 3 a.m., but it’s better than receiving no alerts.

REMEMBER
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Chapter 6
Introducing
Pondurance’s MDR
Approach

ondurance is an established security solutions vendor with a

unique approach to managed detection and response (MDR)

services. The MDR provider focuses on the people behind
any great security infrastructure and knows comprehensive secu-
rity coverage will follow. Pondurance MDR is a 24/7 service with
wide and deep visibility into client systems. The MDR provider
utilizes the latest detection and analysis technology to respond
and proactively hunt for cyberthreats. This chapter discusses
Pondurance’s MDR philosophy and how its services provide
comprehensive coverage to clients.

Pondurance’s MDR Philosophy

Every IT security solution on the market begins with a philoso-
phy. The product or service providers and business management
work through a lens informed by how they see the security land-
scape, what they believe clients need, and how to best deliver on
those requirements.

CHAPTER 6 49




REMEMBER

Pondurance takes a unique risk-based approach to MDR. A
risk-based approach to cybersecurity is a key differentiator in
the MDR market, separating Pondurance from its competition.
Companies that use a risk-based approach to cybersecurity stop
three times more attacks, find more than 50 percent of inci-
dents within one day, and see impactful breaches reduced from
76 to 28 percent, according to an Accenture cybersecurity report
(https://www.accenture.com/us—en/insights/security/
state-cybersecurity).

Humans are the key

Pondurance’s services are built on the belief that humans are the
most important element of any comprehensive security service.
These services have high integration capabilities; the goal is a
holistic view of an organization’s attack surface.

Just as humans are the driving force behind today’s security
threats, they’re also behind the best security solutions for com-
bating them. This humans-first approach to MDR integrates
human intervention and problem-solving into almost every step
of the threat response life cycle.

A truly successful MDR service must combine the intelligence
and creativity of human minds with powerful security technol-
ogy. An example of this philosophy in action is the thousands of
alerts that SIEMs can produce. Security experts must sift through
them so alert fatigue and false negatives don’t impact security
operations.

These security pros should also be easily accessible to clients.
And it’s not always just about alerts. Accessibility to analysts for
questions and updates is important to Pondurance, as they know
two-way conversations and real relationships build a strong
cybersecurity program. Pondurance knows the people on the cli-
ent side of the equation are also vital to maintaining a secure
program, so the MDR provider offers 24/7 service from security
operation centers all within the United States. Pondurance also
believes clients need access to their data and information without
a Pondurance gatekeeper. Clients enjoy complete transparency
with their Pondurance team.
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Don’t replace existing tools

Organizations may enlist an MDR service to help build their secu-
rity operations from the ground up, but many already have tools
and staff in place. Pondurance believes that ensuring easy and
open integration with existing tools and policies is important to
client success.

Organizations with previous security investments shouldn’t have
to throw out tools and processes to bolster their security infra-
structure. Pondurance always wants to build on what’s already
there so that organizations don’t waste money and time adopting
new, unnecessary security elements.

If an MDR service asks you to ditch an expensive existing tool
or a fundamental business operation policy, look elsewhere for a
security service.

The Pondurance monitoring and reporting systems play nice with
existing SIEMs. The team can integrate its processes with exist-
ing endpoint detection and response (EDR) and network detection
and response (NDR) solutions. One of the goals of Pondurance
MDR is to minimize the impact on business as usual while getting
the service up and running.

Break down the silos

Pondurance knows that the modern security landscape requires
a holistic view of internal systems and security tools to defend
against attacks properly. The attack surface is expanding as many
workers transition to home offices, endpoints are multiplying fast
thanks to the Internet of Things, and new technology adoption is
creating security blind spots for organizations.

A single attack may utilize multiple attack surfaces when attempt-
ing infiltration. As such, networks, endpoints, and cloud resources
should have constant, holistic monitoring. A bird’s-eye view of
internal systems makes a big difference when today’s threats are
so sophisticated.

Pondurance also knows that breaking down the silos improves
analysis and forensic operations. An attack may impact a cloud
database, but a holistic view would enable MDR security staff to
find the source of the attack or the inciting incident, such as a
successful phishing attack.
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Pondurance stands apart from other MDR services in its capability
to deliver expert-driven monitoring and response, integrate with
existing security systems, and advance its tools to aid in analysis
and forensic operations. MDR is a hot security acronym right now,
and plenty of security vendors are jumping on to meet demand.

Some managed security service provider services are rebranding
themselves as MDR but not changing or evolving the fundamental
security services and underlying technology they offer. Modern
threats require expert solutions, and Pondurance uses cutting-
edge tools and experienced staff to meet those challenges.

Availability

Pondurance MDR is an always-on, 24/7 security service. This
means security experts monitor and analyze client security data
around the clock. Alerts can be analyzed, identified as false posi-
tives, and resolved while the office is empty.

Clear and open communication is a key factor when assessing
an MDR service. Pondurance serves clients from many indus-
tries using different kinds of technology, which means it has a
wide view of the threat landscape. Its MDR service will notify
your organization when software vulnerabilities are discovered in
your tools or services and help you remediate the problem. These
alerts from Pondurance MDR can happen anytime, meaning weak
points or exploits can be identified and dealt with quickly.

Communication is crucial to successful security infrastructure
deployments. The more information clients and MDR providers
have, the better their chance of warding off attackers and dealing
with security incidents.

Security operation centers in the U.S. provide Pondurance MDR’s
availability, and they’re available to talk security strategy to meet
organizational leaders’ and security managers’ busy schedules.

Consultative approach

Pondurance takes a consultative approach to your security and
provides access to experienced security practitioners through
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the Pondurance virtual chief information security officer (vCISO)
service. Your vCISO is with you throughout your journey to part-
ner with you and design a program that focuses on your specific
cybersecurity and compliance needs today, with the built-in abil-
ity to evolve your program as the cybersecurity landscape changes
and as your needs and priorities change.

Pondurance’s business model is built on the risk-based consult-
ative approach for clients, enabling them to provide end-to-end
solutions with a team of skilled, innovative professionals enabled
by technology, automation, and advanced analytics to meet indi-
vidual client organization needs.

Expertise

Security expertise is hard to come by right now. There aren’t
enough trained security professionals to cover modern organiza-
tions’ needs, and this leads to high-security staff turnover rates
and large salary requirements to hire and retain talent. The Pon-
durance MDR service is staffed with seasoned analysts, threat
responders, and other security experts constantly working to
assess and monitor client systems.

Modern security tools are complex, and the security landscape is
constantly evolving. An experienced security team is necessary to
fully leverage the advanced tools available today and predict and
respond to shifts in the threat landscape. Pondurance security
staff members are always learning and thinking about IT security,
and they’re positioned to learn a lot from their cross-industry
client base.

The security professionals at Pondurance are also equipped with
modern tools to combat bad actors. Some of these tools include
a cloud-based monitoring and response platform, machine
learning-supported analysis and detection solutions, and
advanced EDR and NDR tools that provide fine-grained visibility.
Pondurance is an established security solutions vendor, and the
folks there have been developing their IT security skills for years.

Fully leveraging the most advanced security tools on the market
today, responding to sophisticated cyberattacks, and develop-
ing solid security policies all take expertise. With years of indus-
try experience, Pondurance is positioned to provide the security
expert element that’s vital to building and maintaining strong
defenses.
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Open integration

Sometimes, organizational operations are a tempo game. There
are expectations regarding how things will go, how long they’ll
take, and what to expect from tomorrow. Pondurance’s MDR
service is committed to minimizing organizational impact while
setting up because hiccups in regular operations can have ripple
effects across an organization.

Pondurance’s security tools play well with others, so getting
everything up and running is relatively painless and can take just
weeks. The MDR service provider also knows that it is important
to incorporate existing tools and security policies into new secu-
rity operations. Pondurance MDR won’t require organizations to
toss out previous investments in their security infrastructure. The
service incorporates them into its own monitoring and response
platform.

Each organization has unique needs and operational restrictions.
Whether it’s industry-specific compliance requirements, general
business operation needs, or existing policies and processes that
must stay in place, Pondurance’s MDR service is designed to work
with these conditions.

Integration is more than just the capability of a service to inte-
grate existing tools. It’s about the ease and speed of the adoption
process. Good integration takes organization-specific policies
into account.

Visibility

Pondurance MDR prides itself on its 360-degree visibility capa-
bilities. Organizations are expanding their operational tool set,
most notably utilizing cloud services and resources. Security tools

and practices need help covering these new areas, so expert-led
monitoring is needed.

Pondurance covers the obvious areas, such as networks and end-
points, but also closely monitors SIEM logs and cloud infrastruc-
ture. The team has experience detecting threats and developing
response policies on popular cloud platforms, such as Ama-
zon Web Services, Google Cloud Platform, and Microsoft Azure,
and software-as-a-service applications like Microsoft Office
365 and Salesforce. The cloud is often a security weak point for
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organizations, so getting coverage for these new technology areas
is often an immediate improvement to security posture.

Another advantage of Pondurance’s MDR service is its thorough
visibility procedures. The complexity and sophistication of mod-
ern cyberthreats require packet-level views of network traffic,
the capability to spot any amount of data exfiltration from cloud
databases, and other fine-grained monitoring capabilities. Pon-
durance security pros have access to the advanced technology to
meet these requirements, which sets it apart from other security
services in the market.

Pondurance’s visibility capabilities also include log analysis and
monitoring. Organizations often have existing SIEM solutions
before hiring MDR services but require help organizing the wall
of logs. Proper log management and reporting are important for
heavily regulated industries, such as healthcare, so Pondurance’s
strong commitment to logging and reporting benefits many
organizations.

Unexpected and expected benefits

MDR’s expected benefits are protect, detect, and respond, but
by partnering with a full-service, risk-based vendor, you also
receive the additional unexpected benefits of identify and recover.
Pondurance also enhances the expected benefits by extending and
enhancing your visibility across endpoints, networks, logs, cloud,
and more. Respond is enhanced by having an internal DFIR team
ready to assist in your recover efforts (see Figure 6-1).

Identify is added as MDR helps organizations discover assets and
sources and destinations of data transmission. In addition to IT
inventory, MDR can help with asset classification, such as PII,
PHI, IP, and other critical data. Having an accurate inventory of
assets and data types helps organizations identify risks, includ-
ing risk to safety, mission, revenue, reputation, and regulatory
compliance.

Recover is added as MDR provides assistance and additional vis-
ibility to document lessons learned and reporting, covering trend
analysis and recommendations, that helps organizations to
improve their overall security maturity with supervised ML/AI,
high-fidelity defense, risk reduction, and security outcomes.
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FIGURE 6-1: Unexpected and expected benefits of MDR.

These unexpected benefits provide data needed for internal audits
and gap assessments across the organization and the capability to
address a variety of regulatory compliance requirements (NIST,
HIPAA, PCI). You also eliminate silos of compliance by assessing
once and addressing multiple regulations or security controls.
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Chapter 7

Ten Things to Remember
about MDR

his chapter is an overview of the ideas discussed in this

book. It covers security challenges organizations currently

face, capabilities to look for when shopping for a managed
detection and response (MDR) service, how MDR services set
themselves apart from other security solutions, and more.

The Security Landscape Is Evolving

Cyberattackers, their infiltration techniques, solutions availa-
ble to defend against them, and daily business practices are all
rapidly changing. The push to work from home and new ways
to get paid for cybercrime are contributing to a rising interest in
accessing private IT systems. With more endpoints to cover than
ever, the attack surface rapidly expands, and attackers are always
developing new strategies to circumvent existing security mea-
sures. Businesses of all sizes need flexible and adaptable security
solutions to secure their internal resources.
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Modern Attacks Can Be Hard to Identify

Although tried-and-true attack techniques are still floating
around, many bad actors are developing sophisticated, new infil-
tration strategies. Organizations are also utilizing new tools like
cloud platforms to supplement and bolster operations. These new
systems can be big blind spots for organizations, and attackers
know it.

There's a Visibility Problem

In addition to security blind spots, many organizations can’t
monitor all their attack points with the detail the modern security
landscape requires. Given the sophistication of today’s attacks,
fine-grained visibility of network, endpoint, log, and cloud
resources is needed for proper threat detection.

MSSP, SIEM, and MDR Bring Different
Things to the Table

REMEMBER

Many organizations already have SIEM solutions in place for log-
ging and alerting purposes. These tools are a blessing and a curse.
While the sheer amount of information is great for compliance-
heavy industries and collecting data on attacks, most organiza-
tions can’t deal with the flood of alerts that SIEMs can provide.

Managed security service providers (MSSPs), often a next step,
offer some aid with this but often don’t provide the compre-
hensive detection and response capabilities required to deal
with modern threats. MDR, on the other hand, combines (and
furthers) the visibility provided by SIEMs and aids clients in man-
aging security infrastructures and responding to threats.
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MDR Accelerates the Incident
Response Life Cycle

MDR services provide a lot to clients. All the tools and techniques
are helmed by security professionals, meaning whenever a secu-
rity event occurs, there is a qualified person to respond to it. The
time to detect, isolate, remediate, and analyze a threat makes a
big difference when each packet of stolen data could have a severe
impact on users and customers or the organization itself. The
incident response life cycle should be as thorough and fast as pos-
sible, and MDR services have the capability to reduce dwell time
significantly.

Not All MDRs Are Created Equal

While MDR services have many similarities, the fine print can mat-
ter. One MDR provider may specialize in monitoring and analyzing
network-related threats, while another focuses on endpoint
detection and response. Separately, these services are incom-
plete in today’s security landscape. The best MDR solution has
a complete toolset, including appropriate internal and external
visibility, plus the experts available to leverage it. The Pondurance
difference is the ability to integrate internal visibility with
external threat intel to gain insights on what the next looming
threat might look like and how to plan, recognize, respond, and
mitigate it.

Human Expertise

The security personnel shortage continues, and by some metrics,
it’s worse than ever. This means security talent is hard to come by
and expensive to retain. Unfortunately, security solutions are just
tools and can’t do the work of defending your systems for you.
People are still the backbone of IT security, and access to human
expertise is vital to a comprehensive security infrastructure.
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MDR Is Always on and Available

One of the primary advantages of MDR services is their wide
availability. Even when the office is empty, MDR providers can
monitor client systems 24/7 and react to threats as they are
detected.

MDR Complements Existing
Security Tools

Some MDR solutions allow for relatively painless, open inte-
gration with existing tools. For instance, MDR clients will often
already have SIEM solutions. These can be complemented by the
detection, response, and analytics capabilities brought by MDR
services. MDR’s flexibility with existing systems saves organiza-
tions money and time by getting a security infrastructure up and
running using what’s already in place.

MDR Can Evolve with the Landscape

With teams of security professionals on staff, MDR services can
react to the shifting security landscape. The experts at MDR pro-
viders will be up to date on the most recent security trends, infil-
tration strategies, and analysis techniques. MDR isn’t just flexible
in how it complements organization-specific needs and can react
to changing security environment conditions.

Pondurance’s capability to bring together end-to-end solutions
(consultancy, risk assessment, managed detection, and response,
incident response, DFIR, vulnerability management, and more)
by integrating platforms and assets enables a diverse ecosystem
and allows you to consolidate your security vendor footprint,
optimize your existing technology stack, increase efficiencies,
and reduce risk.
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